000 MKK «®unancossiii Knacrep»
Pexomenganuu no 3ammure HHGOPMALUH B LieJISIX NPOTHBOACHCTBHS
HE3aKOHHBIM (pMHAHCOBBIM ONlepaLUsIM

1. OG1mIeCTBO C OTpaHUYCHHON OTBETCTBEHHOCTHI0O MHUKpOKpeauTHas koManus «PrHaHcoBbIi Kiactepy
(Kommanust) B pamkax coOmroneHust tpebosanuii Ilomoskerus banka Poccnn ot 17.04.2019 Ne 684-11
«O0 ycTaHOBJIEHUU O0S3aTENbHBIX ISl HEKPEAUTHBIX (DMHAHCOBBIX OpraHM3aluii TpeOOBaHUM K
00eCIeUeHUI0 3alUThl MH(MOPMAIMKA TMPU OCYIICCTBICHUU IEATSIBHOCTH B cepe (UHAHCOBBIX
PBIHKOB B IEISX TNPOTHBOACHCTBUS OCYIISCTBICHUIO HE3aKOHHBIX (DMHAHCOBBIX —OIEpaIuiin
YBEJAOMJISICT CBOMX KIMCHTOB, HMCIIOJIb3YIONIMX aBTOMATU3UPOBAHHBIC CUCTEMBI JIJIS TIONYUYCHHS,
MTOATOTOBKH, 00pa0OTKH, Mepeadyn U XpaHeHUS HHPOPMAIUA B DIEKTPOHHONW (OpME O BO3MOKHBIX
pUCKaxX TOJYy4YeHHS HECAaHKIMOHHPOBAHHOTO MAOCTYNa K HH(QOpPMAIMH, C LENTbI0 OCYIIECTBICHUS
(MHAHCOBBIX OTEpaluii JTUIAMH, HE OONAaJaoIIMMUA MPABOM WX OCYIIECTBIEHHS, B TOM YHCIE MPH
yTpare (moTepe, XUIICHUU) KIUEHTOM YCTPOMCTBA, C HCIONB30BAHUEM KOTOPOTO MM COBEPIIAIHCH
JICHCTBYS B LEISAX OCYIISCTBICHUS (DMHAHCOBOH Omepaliiii ¥ HEOOXOAMMOCTH 3alllUThl MH(POPMAIUU
OT BO3JICHCTBUS TPOTPaMMHBIX KOAOB, NMPUBOJAIIUX K HAPYIIEHUIO MITATHOTO (YHKIUOHUPOBAHUS
CpEelICTBA BBIYMCIUTENFHOW TEXHUKH, CBOCBPEMEHHOMY OOHAPYXEHHIO BO3JEHCTBHS BPEIOHOCHOTO
koja. g neneit Hacrosmux Pexomenpanuil mox cpeAacTBaMu BBIYMCIUTEIBHOW TeXHUKH KoMmmaHus
MMOHUMAET COBOKYITHOCTh MPOTPAMMHBIX M TEXHHYECKHX OJJIEMEHTOB CHCTEM OOpaOOTKH JaHHBIX,
CMOCOOHBIX (DYHKITHOHHPOBATH CAMOCTOSTEIIEHO HITH B COCTaBE JPYTHUX CHCTEM.

2. Hacrosimne Pekomenmamm pa3meniarotces Ha opunuansHoM caiite Kommanun https://vashcash.ru/

3. K mpuumHam BO3HHMKHOBEHHUS BO3MOXHBIX PHCKOB IOJIYYEHHs HECAHKIMOHMPOBAaHHOI'O IOCTYyNa K
nHpopmanuu KommaHust OTHOCHT:

3.1. HeorpanuueHHbIN TOCTYH TPETHUX JIUI] K CPEACTBAM BBIUMCIUTEIbHOU TEXHUKY;

3.2. HeorpaHW4eHHBIH JOCTYNl TPEeThUX JHIl K HHQOpMAIMA O JIOTHHAX H Mapoisx,
HCHONB3YIOMHUXCA Ipu pabote ¢ HHPOPMALMOHHBIMHU PECYPCaMH;

3.3. HecoOnroeHne pesxkrMa KOH(PHUACSHIIMAIEHOCTA B OTHOIIECHUH 3al[UIaeMOl WHPOpPMAIINH B
MH(OPMAITMOHHO-TEIIEKOMMYHHUKAIIMOHHON ceTr «IHTepHEeTY;

3.4. YTparta (oTeps, XUIIeHHEe) KITMEHTOM YCTPOHCTB BEIYMCIUTEILHON TEXHUKHU U KapT MaMTH;
3.5. OrcyTcTBHE HAAJIEKAIETO IPOrPaMMHOT'0 00eCIICUeHNS;

3.6. OTcyTCTBHE KaUeCTBEHHOW aHTUBUPYCHOW ITPOTPaMMHOMN 3aIllUThI;

3.7. HecoOnrolieHre KIMEHTOM HacTosmMX Pekomenpganuii. Hacrosmuii mepedeHs mpuyunH
BO3HHMKHOBCHHUS PHUCKOB IMOJYUYCHHSA HCCAHKIHMOHHWPOBAHHOI'O AOCTYyIla K I/IH(I)OpMa]_[I/II/I HE
SIBJISIETCS. ICUEPIIBIBAIOIINM.

4. B nesxX NpeaoTBpaliCHus HECCAHKIITMOHUPOBAHHOTO AOCTYyIIA K I/IH(l)OpMaLII/II/I 1 HapylmICHHA HITATHOI'O
®YHKHHOHHpOBaHHH CpC€aACTB BBIYHCIIMTEILHON TeXHHKH KommaHwms PEKOMEHAYET CICAYIOUNIUE MEPBI
3allIUThI:

4.1. Inst 3amuTel MOOWJIBHBIX YCTPOWCTB: * CBOEBPEMEHHO YCTaHABIWBaTh OOHOBIEHUS
0€30I1aCHOCTH  ONEPAaLMOHHOM CHUCTEMBI; * TPU HAIMYMM TEXHUYECKOW BO3MOKHOCTH
BKITIOYHTH IU(PPOBAHNE JIaHHBIX; * HE OTKIIOYATh M HE B3JIAMBIBATH BCTPOCHHBIE MEXaHU3MBI
0e3omacHOCTH; 2 * COXpaHATh B TaliHe MMs MOJb30BaTensl (JIOTHH), Napojb AJs JOCTyIa B



4.2.

4.3.

nHpOpPMAITMOHHBIE CHCTEMBI, SMS-KOIBI; * 3allWIiaTh IMapOJIIMH YUYETHBIC 3aIliCH
OTIepaIIOHHON CUCTEMBI; * HE XPaHHUTh JIOTHH U ITapOoJib B MOOMIIEHOM TenedoHe, cMapTdoHe,
KOMITBIOTEPE; * PETYISIPHO OOHOBIATH MAPOJH;, * HE WCIOJIB30BaTh OJWHAKOBBIC JOTHH H
napojib JUIs AOCTYIA K pa3jiNMYHBIM CHCTEMaM; ® JUIMHA Mapojis JIOJKHA OBITh HE MEHee 8§
CHMBOJIOB; ® BKJIIOYAaTh B TapOJIh 3alyIaBHBIC M TIPOIHMCHBIE CHMBOJBI, MH(MPHI, a TaKKe
CHCIMAIIbHBIC CHMBOJIBI; * HE MCIIOJIb30BaTh (DYHKIIMIO 3alIOMUHAHUS JIOTUHA W TIApOJIs; * HE
WCTIONIF30BATh B KA4ECTBE MapOIIsl UM, PaMHUITHIO, IEHb POXKICHUS U APyTHE TaMSITHBIE JaThI,
HOMep Tenie(hOHa, aBTOMOOMIIS, aJlpeC MECTOXKUTEILCTBA U IPYTHE JaHHBIC, KOTOPhIC MOTYT
OBITH OAOOpPaHBI 3MOYMBIIUIEHHUKOM ITyTeM aHaln3a MHQOpPMAIMHA O IMOJIb30BaTelNe; * He
MTPOU3HOCUTH BCIIYX, HE 3alTUCHIBATh U HE XPAHUTH B JIFOOOM JIOCTYITHOM MIOCTOPOHHUM JIUIIAM
MecCTe TapoJIu.

J1g 3aIUTHl IEPCOHATBHBIX KOMIBIOTEPOB: * HCIIOJIBb30BaTh UCKIIOUYUTENBHO JINIIEH3UOHHOE
CHCTEMHOE W MPHKJIAJHOE MPOrpaMMHOE OOECIieueHHe; * YCTAHOBUTDh Ha KOMITBIOTEP TOJIBKO
OJIHy OTEpallMOHHYIO CHCTEMY; * HE YCTaHABJIMBaThb M HE KCIIOJIB30BaTh HAa KOMIIBIOTEPE
IporpaMMbl [JIsl yJAJEHHOTO YIPABICHMS; * YCTAaHOBUTh M PETYJSIPHO OOHOBIATH
JIULECH3UOHHBIE AHTHUBHPYCHBIC IPOTPAMMBI; * CBOEBPEMEHHO IPOBOIUTH OOHOBJIEHHUE
CUCTEMHOI0 U MPHUKJIAJAHOTO MNPOrpaMMHOIO OOECIe4YeHus; * HE HCIOJIb30BaTh
OOIIEAOCTYHbIE KOMITBIOTEpBl M MyOJU4YHBIE OECIpOBOJHBIE CETH JJs JOCTyHa K
WHPOPMALIMOHHBIM CHCTEMaM; * TpU Tepenadye WHPOPMAIUH C HCIONB30BAaHUEM UYKUX
KOMITBIOTEPOB, TIOCJIE 3aBEPIICHHS BCEX OMEPaluii yOeIUThCs, YTO MEPCOHAIBHBIE JaHHBIC U
npyras uHQopManusi He COXPAaHWIIMCh, * HE TepeiaBaTh NEpCOHANbHBIC TaHHBIE U WHYIO
KOHQUICHINAIBHYI0 MH(GOPMALUIO MIPHU IMOJYYCHHH MUCEM II0 3JIEKTPOHHOW IOYTEe, €Ciu
MOJTyYeHUE TaKUX MHMCEM MHULMHPOBAHO He Bamu; * He mepexoAuTh MO CChUIKAM B TaKUX
MUCbMaxX, HE OTKPBIBATH BJIOXKCHHBIC NPHUJIOKEHUS (Takue pecypcsl MOTYT COJAEpXKarb
BPEIOHOCHOE IPOrpaMMHOE OOECICUCHHE); * B Cilyyae OOHapy>KCHUS IOJO3PUTEIIBHBIX
NeNCTBU, COBEPIICHHBIX B KOMIIbIOTEPE, HE3aMEAIUTEIFHO CMEHUTH JIOTHH U MapOoJjib; * MPU
0OHapyXCHUHU COBEPIICHHUS] HE3aKOHHBIX (DMHAHCOBBIX OMNepalyii — He3aMeUTUTENFHO NoJaTh
3asBJICHUE O AAHHOM (hakTe B NMPaBOOXPAHHUTENbHBIE OPraHbl M COXPAHUTH JAOKA3aTeIbCTBA
naHHOro (akTta B YCTPOWCTBE; * mpu paboTe ¢ WHBIMH HOCUTEISIMH HH(pOPMAaLUHU Iepesn
HadajioM pPabOThl OCYIIECTBISITH MX IPOBEPKY Ha HPEAMET OTCYTCTBHS KOMIIBIOTEPHBIX
BUPYCOB.

B mensx 3amuThl MHGOpPMAlMU OT BO3JEHCTBUS TMPOTPAMMHBIX KOJIOB, MPUBOJISIINX K
HapyIIEHHUIO ITATHOTO (YHKIIMOHUPOBAHUS CPEJICTB BEIYMCIUTEIBHON TEXHUKH: * OOHOBIISTH
AHTHUBUPYCHBIE IPOrPaMMbI Ha MIOCTOSIHHOM OCHOBE; * OCYIIECTBIISATh PErYJISAPHBIA KOHTPOJIb
paboTOCTIOCOOHOCTH aHTUBUPYCHBIX TPOTpaMM; * CO3JaTh YCIOBUS, TIPU KOTOPBIX
HEBO3MOXXHO HECAaHKLIMOHUPOBAHHOE OTKJIIOUEHHSI CpPEACTB AaHTUBUPYCHOW 3allWTHI; *
AaHTUBHMPYCHAsl 3alllUTa JOJDKHA O00ecreduBaTbh COXpaHEHHE OE30MacHOr0 COCTOSHHS
nHGOpPMAaLUK TpH JTIOOBIX COOSIX; * BBIHECTU SPJIBIK JAJIS 3allyCKa aHTUBHPYCHON MPOTrpaMMBbI
Ha pabouduil CTOJ IEPCOHAIBHOIO KOMIIBIOTEpPA JUIsl €€ PEryJIIpHOIO MCIOJIb30BaHUS. S.
Kommanust ynenser Oosiplioe BHUMaHHe O€30macHOCTH Bamimx naHHBIX, NPUHUMAas Bce
HEO0OXOUMBIE MEpBI JUISI UX 3aIIUTHI U TPEIYNPEKIAeT CBOMX KIMEHTOB O HEOOXOAMMOCTH
TaKXe IMPOSBIATE OCTOPO’KHOCTh, OCBEIOMIIGHHOCTh M CO3HATEIBHOCTH NPU OOpAIEeHHUH C
nHpOpPMaIIHEH.



